
 

 

Respondus LockDown Browser Specifications 

** This guide is intended for systems administrators who will be installing Respondus LockDownBrowser 

on testing environment PCs.** 

Operating Systems 

Windows: 10, 8, 7  

Mac: OS X 10.10 or higher  

* LockDown Browser and Respondus Monitor may continue to run in older operating systems that have 

reached "end-of-life" but students may encounter unexpected results. 

Memory 

Windows: 2 GB RAM 

Mac: 512 MB RAM 

 
Browser Requirements 
Mac Users: The Safari browser must be configured to the minimum requirements for the Learning 

Management System being used (it does NOT have to be the default browser for the computer) 

 

What is Respondus LockDown Browser? 

LockDown Browser is a locked browser for taking exams in OnBoard LMS. It prevents you from printing, 

copying, going to another URL, or accessing other applications during an assessment. If an OnBoard LMS 

exam requires that LockDown Browser be used, you will not be able to take the exam with a standard 

web browser. LockDown Browser should only be used for taking OnBoard LMS exams. It should not be 

used in other areas of OnBoard LMS. 

To associate Respondus LockDown Browser with our LMS and clear confusion for end users you will also 

see us refer to Respondus LockDown Browser as OnBoard Secure Browser. This is not a separate 

product, but just another name for the LockDown Browser. 

 

 

How to get Respondus LockDown Browser setup in your environment 

1. First go to http://onboard-lms-

public.s3.amazonaws.com/securebrowser/LockDownBrowserSetup.exe to download 

the installation file. 

http://onboard-lms-public.s3.amazonaws.com/securebrowser/LockDownBrowserSetup.exe
http://onboard-lms-public.s3.amazonaws.com/securebrowser/LockDownBrowserSetup.exe


2. To install the browser you must be a local administrator on the system you are installing 

it on.  

3. Right click on the LockDownBrowserSetup.exe file and select Run as Administrator and 

step through the installation steps as shown below. If User Access Control is turned on 

you might be prompted to enter your administrator credentials to the local system. 

 

 

 



 

 

 



4. The Computer is now ready for OnBoard Secure Testing. After logging into OnBoard 

LMS, the user will be able to select their exams. If the exam requires the secure 

browser, it will automatically launch the OnBoard Secure Browser. 

 

 

 

 

Locking Down User Switching and Task Manager in Windows 

This version of LockDown Browser will not require administrative privileges to run the application 

therefore Task Manager and the Switch User functionality will not be disabled by the Browser. Task 

Manager and Switch User must be disabled with local or domain group policy objects. 

To disable Task Manager on the local system 

1. Click Start. 

2. Click Run. 

3. Enter gpedit.msc in the Open box and click OK. 

4. In the Group Policy settings window. Select User Configuration. Select Administrative Templates. 

Select System. Select Ctrl+Alt+Del Options. 

5. Set Remove Task Manager to Enabled. 

To disable Switch User on the local system 

1. Click Start. 

2. Click Run. 

3. Enter gpedit.msc in the Open box and click OK. 

4. Local Computer Policy > Computer Configuration > Administrative Templates > System > Logon. 

5. Set Hid entry points for Fast User Switching to Enabled. 

 

 

Taking an Exam 

1. Before taking an exam that requires OnBoard Secure Browser, it is best to close any 

programs that might be running in the background. The secure browser will prompt you 

to close any unwanted programs when you begin the exam, but it is recommended to 

start with a few running programs as possible. You can check for programs that might be 



running in the background by clicking on the “Show Hidden Icons” icon at the lower left. 

From there you can right click and close any unwanted programs. 

 

 

Here is a list of recommended applications that need to be closed if running. 

 Outlook 

 Skype 

 Microsoft Lync 

 Slack 

 Team Viewer 

 Cisco WebEx 

 

2. Login to https://learn.its-training.com 

3. Navigate to your exam. 

4. If some of your exams require OnBoard Secure Browser, you will see the following ribbon 

at the top of your Browser window under the My Assignments page. 

 

5. If you have selected an exam that requires the OnBoard Secure Browser and the OnBoard 

Secure Browser is installed, then you will see the following popup depending on the 

browser you are currently using. 

https://learn.its-training.com/


 In Chrome select “Open LockDown Browser OEM” as seen below. Your exam will 

now open. 

 

 In Internet Explorer you will see the following popup asking “Do you want to 

allow this website to open a program on your computer?” Select “Allow” and 

your exam will now open. 

 

 

6. After the OnBoard Secure Browser opens your exam proctor will need to enter the exam 

Proctor Verification Information before you can take your exam. 



7. Once you have completed your exam and submitted your answers, you can close the 

OnBoard Secure Browser by clicking the red X at the top right of the browser window. 

You will see a popup that says “Are you sure you want to exit?” Select Yes to close the 

window.  

 

Once the Secure Browser has closed you will be returned to the OnBoard LMS in the 

browser you started in. You will see the message below. Select Ok to continue. 

 

 

 

Troubleshooting 

If the OnBoard Secure Browser is not installed on your computer, you will see the following 

message after attempting to open an exam that requires OnBoard Secure Browser. Please 

contact your company administrator if you encounter this issue. 

 

 

 

For support please Contact 

Brett Shewcraft 
Operations and Support Manager 
Industrial Training Services, Inc. 
270-753-2150 ext. 140 
bshewcraft@its-training.com 


